As the "Internet of things" twelfth five-year "development plan", "made in China 2025" policy is put forward, such as the Internet of things development has become the focus of the national level technology and industry innovation direction, but the development of the Internet of things is facing more information security challenges, such as: label information easily intercepted and crack, the sensor network node from the network of DoS attacks. In this paper, the security of Internet information transmission, and how to bring more reliable and more secure service as a starting point, first introduced the Internet of things based on IEEE802.15.4 standard in the field of low power consumption LAN protocols (ECC) and ellipse encryption algorithm, and then based on the key technology of ZigBee data security transmission process, and has carried on the feasibility study, finally, this article has carried on the summary of the system.
INTRODUCTION
The Internet of things is to point to by RFID, infrared sensors, GPS, such as the laser scanner information sensing device, according to the contract agreement, connect any item with the Internet, information exchange and communication, in order to realize intelligent identification, location, tracking and monitoring and management of a network. In recent years, with the rapid development of Internet technology and multiple access networks and intelligent computing technologies, _______________________ the Internet of things has been widely used in all walks of life. The Internet of things connects all things with its ubiquitous data perception, information transmission and information processing. The Internet of things will also be closely integrated with national security, and has become one of the important factors in the competition of national comprehensive national strength.
In such an environment, ensuring the security and privacy of transmission information, preventing personal or corporate information and property being stolen by others, is one of the major obstacles to breakthrough of the Internet of things. Therefore, to realize information security is one of the first conditions of the application of Internet of things of large-scale, in view of the above problem, I have people familiar with the elliptic curve encryption algorithm is applied to the ZigBee information transmission process, realize the encryption of the data transmission way, and confirmed in the experiments.
AUTHENTICATION BASED ECC ENCRYPTION ZIGBEE TRANSMISSION

General Description of Encryption Scheme
In formed by a large number of sensor nodes self-organized wireless sensor network (WSN), because of the sensor nodes in the power supply, computing power, memory capacity and attack the limitations of the study of the encryption algorithm of the wireless sensor network (WSN) usually in data computation and time as the core, the traditional network key distribution and management method is not applicable. At present, people have proposed the encryption method based on symmetric key system, such as random distribution, and encryption method based on identification. The Identity-Based Encryption algorithm (IBE) was first proposed by Shamir in 1984.This encryption algorithm is the basic idea of the public key can be corresponding to the identity of any unique string, such as E-mail address, id card or other identity, it has the advantage of the public key is identifiable, don't need often PKIPKI system certificate, at the same time, can use the elliptic curve digital signature algorithm.
The discrete logarithm problem of elliptic curve is far more difficult than the discrete logarithm problem. The unit bit strength of the elliptic curve cryptosystem is much higher than the traditional discrete logarithmic system. Therefore, with a shorter key, ECC can achieve the same security as the DL system.
Encryption Scheme
PKG selects secret parameters as input, calculates by Setup algorithm, output public parameter params and master key master key.PKG USES the secret parameter k, global parameter params, master key master-key, ID as input, and the KeyGen algorithm calculates the corresponding private key corresponding to ID, and distributes it to the corresponding node. External equipment or PKG using secret parameter k, global parameters params as input, the computed OfflineEncrypt algorithm, Offline cipher text C 'output, stored in a sending node, used for the online phase encrypted message. Sending node using secret parameter k, global parameters params, message M, offline cipher text C 'identity ID as input and the recipient, the Online -Encrypt algorithm calculation, output cipher text C, sent to the receiving node of encrypted cryptograph. The receiving node USES the secret parameter k, global parameter params, cipher text C, and the receiving node private key as input, and the output plaintext message M, or the output perp represents the failure of the decryption by the Decrypt algorithm. Identity based online/offline encryption scheme implementation
The G and GT are cycles of prime p, bilinear mappings.
:
It's a bilinear mapping. G is the generating element of g. The implementation of the five algorithms is given below.
Setup: key generation center (PKG) random selection and random number. After calculation, public parameter params and master key master-key are as follows:
If ID   , PKG discard the private key. For the same ID, PKG always selects the same random number r.
Offline Encrypt ：Randomly select , , ,
The cipher text corresponding to the ID is, 
Decrypt: 
If not, output ⊥ . Otherwise, calculate: 
CONCLUSIONS
The rise of the Internet of things has provided a convenient life for people, but it is also very dependent on the Internet of things. If the Internet of things is compromised and compromised, then personal privacy and information will be compromised, and security will not be guaranteed. Its main reason is that the Internet of things in the process of construction, through the radio frequency identification technology is embedded into the related products, so that all the goods information is recorded, still firing signals at the same time. So by encrypting the data transmission through asymmetric ECC algorithm, this will greatly reduce the intrusion of hackers and protect citizens' privacy and national security.
